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) do the same

ciphers. No more paranoia.”
Sean O'Neil



Viotivating example: RFID






.(5*—-' Henryk Plotz, me)

We reverse-engineered the Mifare
crypto and evaluated its security
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Obtalning Chip:

: buy blank chips!
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Next: Finding the function
of each cell type.










The!Silicon Zoo

Www.siliconzoo.org

<- back to the Silicon Zoo Home

Collection of logic cells R
Free to everyone for study,

comparison, and reverse- :
engineering of silicon chips | S

Z00 wants to grow—send
your chip images!
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gountenrmeasure:s

g of logic cells
t not automated tolls

ot impossible
ds?

ps?
* May protect secret keys, not secret algorithms







Mitare Crypto-1
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eaknesses

Weak Authentication Protocol

Weak Filter Function - 3
_ . Number
48-Bit Stream Cipher Generator

Brute Force Replay Attacks
(due to small key) (due to predictable
random numbers)




oprietary crypto

inst automated circuit

only in the short-run




Talk to me about your
_ - i '
ohl@virginia.edu reverse-engineering ideas!
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